Trend Micro ServerProtect Compressed File Scanning Bypass

|. Background

Trend Micro Incorporated is a global leader in network antivirus and Internet
content security software and services. Founded in 1988 by Steve Chang, the
company led the migration of virus protection from the desktop to the network
server and the Internet gateway, gaining a reputation for vision and technological
innovation along the way. Trend Micro focuses on outbreak prevention and
providing customers with a comprehensive approach to managing the outbreak
lifecycle and the impact of network worms and virus threats to productivity and
information through initiatives such as Trend Micro™ Enterprise Protection
Strategy.

The Key to Efficient Network Antivirus Management ServerProtect for
NT/Netware provides network-wide, comprehensive antivirus scanning for
servers running the Microsoft™ Windows™ 2000, Microsoft Windows NT™, and
Novell™ NetWare™ operating systems. Managed through an intuitive, portable
console, ServerProtect provides virus outbreak management, centralized virus
scanning, virus pattern file updates, event reporting, and antivirus configuration.
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As you see default value for extracted file count exceeds is 500 files. What
happens if an attacker creates a folder like “Test” then creates a folder in it like
“Junk” then make that folder hidden and then puts 500+ empty text files in it and
finally puts a virus or trojan in “Test” folder and then zips it? The answer is
harmful file can easily be bypassed by the antivirus real-time and manual scan.

e 101
Eile Edit Miew Favorites Tools  Help | "f
a Back ~ £J - T | ' Search [~ Folders | & o X ) | [~
Address Ilb CihDocuments and Settings)Administrator DeskkopiHotmailikest j Go
Mame = | Size | Type | Date Madified I Attributes |
B Junk File Folder 01.02.2006 15:05 A
:jserver.exe 329KE  Application 19.09,1999 035:43 A
Junk Properties | 2=l
General | Sharingl Securityl Wwieh Sharingl Eustomizel
’J IJunk
Type: File Folder
Location: C:ADocuments and Settings™Administrator\Desktaph
Size: 0 bptes

Size on dizk: 0 bptes

Cantains: 1.000 Files, D Folders

Created: 01 Subat 2006 Carzamba, 15:05:34

Altnbutes: Advanced... |
T : QK Cancel Apply
a 5] |

| used Subseven 2.0 server.exe (332 KB) as a harmful file in my test. Here is the
result of manual scan on Trend Micro ServerProtect v5.58
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Dlate: 24142008 Categarny: Sestem Info.
T 02:18:41Pk Evert type:  Warning
User: SYSTEM

Server: MASTER

Description:
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iz larger than 500,

The file waz skipped by manual [tazk] scan.
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Let's see what Trend Micro recommends...

% Trend Micro ServerProtect Help i I =l=1x]

File Edit Bookmark Options Help
Helplopicsl Back | Frint I a4 I o |

= Compressed file scan
ServerProfect can detect WirdSes I fles compressed using the Tollowing algorthms: PREIF [ ZIp] & PEIFP_SFA T exel, CHA [1Zh)
B LHA SFX (exe), AR (ar)) & AR SFX (exe), CABINET {cab), TAR, GNU ZIP [.gz), RAR (rar), PKLITE (exe or .com), LZEXE

{.exe), DIET (.com), UNEX PACKED (.z), UNIX COMPACKED (.z), UM LW (.Z), UUENCODE, BINHEX and BASEE4. This list is
subject to change with future releases of the Trend Micro scan engine.

-

Taking actions upon infected compressed files

If a compressed file is detected as infected, ServerProtect records the file name of the first-layer in a log file. Click here for an
example. ¥ou can then take actions an the infected file from the log, for example, rename, delete ar remove. Only files |
compressed with the PEZIP algorithr can be cleaned. All other compression types must first be extracted, then cleaned.

Advanced settings

It is important to manage compressed file scan as it can impact performance. For this reason, Trend Micro recommends using the
following advanced settings:

For Real-tirme Scan

File cownt firait = 100
Extractedicompressed file ratio limit = 95
Extracting file size limit = 2MB

For Scan Mow

Filz count lirit in manwal scanning = 500

Extracted/comprassed file ratio lirit = 23

After all, | remembered that Hotmail uses Trend Micro. So did some tests and

verified that Hotmail users who use Outlook and Outlook Express for receving
mails are afftected. Hotmail web users are not affected.
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L1 lcan by pass you :)

Ele Edt Yew Tools Message Help
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Reply  Reply Al Forward Print Delete Previous  Mext Addresses
From: _
Date: 01 Subat 2006 Carsamba 14:30
To: . @hotmail. com
Subjeck:  1can by pass you i)

Attach: gtest.z\p (461 KE)

T can by pass you )

Message Source

X-Message-Info: JETYoYF78)JEH)Ix36018+Z3TmmkSEdPt4iogl2ahgH]
Received: from omcl-s18.bay6.hotmail.com ([65.54.248.220]) by bay0-mc4-f17.bay0.hotmail.com with Microsoft SMTPSVC(6.0.3790.211);
Wed, 1 Feb 2006 04:31:05 -0800
Received: from hotmail.com ([64.4.19.76]) by omcl-s18.bay6.hotmail.com with Microsoft SMTIPSVC(6.0.3790.211)
Wed, 1 Feb 2006 04:30:52 -0800
Received: from mail pickup service by hotmail.com with Microsoft SMTESVC:
Wed, 1 Feb 2006 04:30:52 -0800
ID: <BAY109-DAV4D2E07BF3F3489DC2B65BDBOB0OEphk . gbl>-

Received: from by BAY109-DAV4.phx.gbl with DAV
Wed, 01 Feb 2006 12:30:52 +0000

X-Originating-IP: [ 1

X-Originating-Email: [ ° r@hotmail.com]

X-Sender: @hotmail.com

From: =?iso0-8859-92(? _ ?= < ° @Ghotmail.com>-

To: < Ghotmail. com>

Subject: I can by pass you :)
Date: Wed, 1 Feb 2006 14:30:32 +0200
MIME-Version: 1.0
Content-Type: multipart/fmixed;
boundary= - HextPart 000 00A2 01C6273C.0EBD8420"
X-Priority: 3
X-MSMail-Priority: Hormal
¥X-Mailer: Microsoft Outlook Express 6.00.2900.2180
X-MimeOLE: Produced By Microsoft MimeOLE ¥6.00.23900.2180
X-OriginalArrivalTime: 01 Feb 2006 12:30:52.0951 (UTC)} FILETIME=[575E4270:01C6272E]
Return-Path: ‘Ehotmail.com

This is a wmulti-part message in MINE format.

NextPart 000 00AZ 01C6273C.0EEDS420
Content-Type: multipart/alternative:
houndary="----= HextPart_ 001 00A3 01C6273C.0EBD8420"

= NextPart 001 00A3 0iC6273C.0EBDELZ0
Content-Type: text/plain:

charse iso-8859-9"
Content-Transfer-Encoding: guoted-printable

I can by pass you :)

= NextPart 001 00A3 01C6273C.0EBDS420

Content-Type: text/html;:
charset="1is0-8859-9"

Content-Transfer-Encoding: gquoted-printable

<!DOCTYPE HTHL PUBLIC "-//W3C//DTD HTHL 4.0 Transitionals/EN">

<HTHL><HEAD>

<META hrep-equiv=3DContent-Type content=3D"text/html; =

charset=3Diso-8859-9"> ol
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[1l. Version

Only tested on Trend Micro ServerProtect v5.58.

V. Author

Mert SARICA < mert.sarica@gmail.com >
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